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Abstract – The rapid development of sophisticated forms of malware and ever-changing 
cyber threats have become a major challenge for cybersecurity globally. Using cyber threat 
intelligence (CTI), this study aims to provide an overall analysis of the current trend of 
malware. It has identified various forms of recent attack patterns, behaviors, and evasion 
techniques of malware. The study has explored various forms of malware activation, 
propagation, and evasion techniques. It has evaluated their impact on critical infrastructure 
such as finance, healthcare, and other sectors. Using various case studies, experts, and 
threat intelligence, this study has demonstrated the importance of timely and accurate threat 
analysis. A comparative study of various machine learning-based threat classification has 
been implemented with RF, SVM, and DT algorithms. The performance evaluation of these 
classifiers shows that the RF classifier performs better than the others. It has achieved an 
accuracy of 95.57%. Hence, it has been able to show its efficiency while dealing with 
problems that involve a large number of dimensions, such as cybersecurity. The importance 
of intelligent detection and mitigation techniques in dealing with malware attacks has been 
revealed. The importance of international cooperation and collaboration in dealing with 
malware threats has been demonstrated. 
 
 Index Terms – Malware Detection, Cyber Threat Intelligence, Machine Learning, 
Random Forest, Cybersecurity, Threat Analysis. 

I. INTRODUCTION 

The rapid evolution of digital technology has brought about a revolution in the modern world, 
making it possible to have smooth communication, automation, and data transfer between cloud systems, 
business networks, mobile phones, and IoT devices. However, the digital revolution has also resulted in 
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an increase in cyber threats, and malware is one of the most critical and alarming threats. Malware, which 
includes viruses, worms, trojans, ransomware, spyware, and botnets, is used to attack computer systems 
and steal confidential data, thus compromising critical infrastructures. In recent years, malware, including 
polymorphic malware, encrypted malware, and fileless malware, has become increasingly sophisticated 
and has significantly reduced the efficiency of traditional signature and rule-based detection systems [1], 
[2]. 

Traditional cybersecurity systems are highly dependent on predefined signatures and heuristic 
rules for the detection of malicious software. Although these methods are quite effective for known threats, 
they are not very efficient for the detection of zero-day attacks and unknown variants of malware. With 
the increasing use of automated tools and artificial intelligence by attackers for developing adaptive 
malware, the need for intelligent and data-driven approaches for defensive systems has also arisen [1]. In 
this regard, Artificial Intelligence (AI) and Machine Learning (ML) have shown great promise for 
improving malware detection, classification, and prediction tasks. ML algorithms are capable of 
processing large amounts of system logs, network traffic, and executable attributes to discover hidden 
patterns that can distinguish malicious activities from benign ones [2]. 

Recent studies have also demonstrated the efficiency of deep learning and hybrid ML paradigms 
in increasing the accuracy of the detection process. Malware classifiers using AI technologies are capable 
of automatically learning complex feature representations, thus allowing for early detection of malicious 
activities. Explainable AI technologies are also being incorporated in the security landscape to increase 
the transparency of the ML model, particularly for the detection of Advanced Persistent Threats (APTs), 
which remain undetected for long periods of time. Behavior-based detection techniques are also being 
implemented for increasing the security of the system, particularly for the detection of ransomware and 
polymorphic malware, which often modify their code structures while maintaining their behavioral 
patterns [3]. 

Despite such advances, there are a number of technical challenges that AI-powered malware 
detection systems currently encounter. However, the most prominent among these is the adversarial 
attacks, which are carried out by intentionally manipulating the input data in such a manner that it misleads 
the ML classifiers. The research carried out in the context of adversarial learning has highlighted the 
vulnerabilities of the existing malware detection systems, thereby emphasizing the need for developing 
more robust architectures [4]. Another area of ongoing research is the combination of Cyber Threat 
Intelligence (CTI) with automated detection systems. CTI offers valuable context about the tactics, 
techniques, and procedures of attackers, thus improving predictive analysis and proactive defense 
strategies [5]. 

Another security complexity that arises in the expansion of IoT ecosystems is that of device 
heterogeneity, computational resource limitations, and security configurations. Lightweight ML 
techniques, such as ensemble-based techniques, such as Random Forest, have also been considered for 
efficient malware detection in resource-constrained environments [6]. Transfer learning techniques are 
also being considered for zero-day malware detection by leveraging knowledge from previous attacks [7]. 
Cloud-based infrastructure, where large amounts of security data are generated, also benefits from big data 
analytics frameworks for malware analysis and monitoring [8]. 
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Feature engineering and optimization are crucial for improving ML-based detection performance. 
Selecting relevant features reduces computational overhead and enhances classification accuracy. In 
addition, ensemble learning strategies, which use multiple classifiers, were found to possess better 
robustness, stability, and fewer false positive rates compared to single classifiers [9]. It has also been found 
through comparative analysis that ensemble classifiers, such as Random Forests, provide a good balance 
between accuracy, interpretability, and efficiency, which is desirable for deploying classifiers in real-
world environments such as cybersecurity systems [10]. Although considerable progress has been made, 
many research gaps remain. Malware is constantly evolving and using sophisticated evasion techniques, 
which result in problems such as concept drift, scalability issues, high false-positive rates, and a lack of 
model explainability. Real-time detection and resistance to adversarial manipulation are also unsolved 
problems.  

Our contributions are as follows: 

• In this paper, we propose an innovative approach for integrating the structured Cyber Threat 
Intelligence (CTI) data with the machine learning algorithms for the classification of malware, 
which can enable the context-aware analysis of malware instead of relying on the signature-based 
malware detection techniques. 

• Comparative Evaluation of Lightweight and Robust ML Classifiers: A thorough comparative 
evaluation of the Random Forest, Support Vector Machine, and Decision Tree classifiers is 
performed on a large-scale real-world malware dataset. The results show that the Random Forest 
classifier is the most reliable, with 95.57% accuracy, to deal with high-dimensional heterogeneous 
cybersecurity data. 

• Unlike previous research, the present research aims to provide a structured approach to the data 
preprocessing step, which includes handling missing values, label encoding, normalization, feature 
removal, and stratified sampling to ensure the overall performance of the models in the context of 
the large-scale nature of the data generated by the network devices. 

• previous research, the present research aims to provide an overall platform that supports the best 
performance of the classifier, which will then be used to provide real-time predictions to support 
the overall proactive approach to cyber-attacks and threats. 

II. LITERATURE SURVEY 

To fill the research gap of low detection accuracy and high false-positive rates in the traditional 
malware detection systems, Fahim et al. [11] suggested a comparative malware detection framework. The 
researchers compared the performance of the Random Forest, Multilayer Perceptron (MLP), and Deep 
Neural Network (DNN) models on a large dataset available on the Kaggle platform with an optimized 
pipeline of feature selection and preprocessing. The DNN model succeeded in the highest performance 
with 99.92% average and a nearly perfect AUC score. The novelty of this work is seen in the fact that the 
combination of a deep learning architecture with optimized feature engineering demonstrates the high-
detection ability. Nevertheless, the paper has drawbacks related to the use of one data set and the fact that 
DNNs are computationally expensive, which could prevent real-time application and extension to 
unknown malware. 
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To address the gap in research with low precision in PE-file malware families classification, 
Mahato et al. [12] suggested a Feature-Driven Cascade Machine Learning model (MDCML). The 
framework combines the random forest, bagging, and boosting classifiers in a cascade format and inter-
class dispersion (TF-IDF-based) to extract features. The proposed model achieved 98.97% accuracy on 
the Big-2015 dataset and 95.42% on the Mal-API-2019 dataset. The most important innovation in this 
work is the cascade strategy that the uncertain samples are increasingly refined on a series of classifiers, 
enhancing their robustness and multi-class detection. Nonetheless, the multi-stage processing complicated 
the computations and reliance on opcode-based characteristics, which restricts scalability and applicability 
in real-time. Ajayi et al. [13] suggested a framework to detect malware by using the representation of the 
latent space using Variational Autoencoder (VAE) and a range of classic machine-learning classifiers, 
such as Decision Tree, Naive Bayes, Logistic Regression, Random Forest, and LightGBM. The paper has 
filled the research gap of high-dimensional feature dependency, low generalization to obfuscated malware, 
and much hyperparameter optimization of the current procedures. Results of experiments on EMBER and 
BODMAS datasets demonstrated that Random Forest and LightGBM obtained an accuracy of up to 99.6 
with an AUC of nearly 0.999. The uniqueness is in the fact that compact latent representations can be used 
to reduce the dimensionality of the features and the cost of computation without performance impairment. 
However, the method is sensitive to the ratios of data splits and has a greater execution time on the 
ensemble models in large datasets. 

To fill this research gap regarding the unclear comparative effectiveness of ML models in detecting 
malware based on API-call-based malware detection, Li et al. [14] introduced a holistic machine learning-
based evaluation of the malware detection methods on the Mal-API-2019 dataset. Random Forest, 
XGBoost, KNN, and Neural Network models were assessed in the study with the help of TF-IDF and PCA 
in terms of preprocessing. The findings indicated that Random Forest and XGBoost had the highest 
performance with about 68 % accuracy. The new aspect of the work is its thesis-based, data-related 
assessment that emphasizes the importance of preprocessing and ensemble learning immensely. 
Nevertheless, the research is constrained to Windows API calls, and its ability to combat zero-day and 
fast-developing malware is lower. A hybridizing traditional machine learning and deep learning methods, 
Ravin et al. [15] suggested an Attention-Based Artificial Neural Network (AB-ANN) as a complete 
framework of malware classification. The study has addressed the weakness of poor pattern recognition 
and low zero-day detection ability in traditional models. The experimental findings showed that AB-ANN 
was highly accurate 97%, surpassing XGBoost, Random Forest, standard ANN, and Decision Tree 
models. The originality of the research is the use of attention mechanisms to capture malware behavior 
patterns better. The increased cost of computation and scalability of attention-based models, however, 
poses a disadvantage by restricting their applicability to real-time malware detection systems. 

Chukwuani et al. [16] suggested a scalable machine learning-based real-time malware 
classification and threat detection system in distributed systems. The model combines a custom hybrid 
algorithm of the Random Forest, the SVM, the Gradient Boosting, the CNN, and the LSTM, as well as 
federated and online learning, to solve the gap in the research in adaptive and real-time malware detection 
in distributed settings. The framework was able to detect with an accuracy of more than 96% with low 
rates of false positives in different datasets. The novelty consists of the synthesis of hybrid ensembles, 
temporal behavioral learning, and privacy-preserving federated deployment. Nevertheless, the system 
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raises the level of complexity and computation load because of ensemble deep-learning and retraining 
continually. To fill the research gap of poor signature-based detection of polymorphic and zero-day 
malware, Kamdan et al. [17] suggested a fixed malware detection and classification model based on the 
Random Forest, Decision Tree, and Support Vector Machine classifiers. This research indicated that SVM 
had the best accuracy of 53.2 % and that the Random Forest gave balanced scores with the shortest training 
rate of 0.23 seconds. The originality of this work is that it analyzes the performance-efficiency trade-off 
of this algorithm and shows the suitability of Random Forest to analyze data statistically. Nevertheless, 
the use of only the static features implies comparatively low detection rates against highly obfuscated and 
dynamic malware. 

To fill the research gap of identifying robust and computationally efficient classifiers to detect 
multi-class malware, Joseph et al. [18] came up with a data-driven supervised machine learning model to 
detect malware. In the study, the Random Forest, Logistic Regression, and the Decision Tree models were 
also evaluated, whereas the highest model accuracy of 96 % was recorded in the random forest model. 
The originality is in the fact that the comparative analysis based on accuracy, robustness, interpretability, 
and speed of computation in real-time applications is presented in extensive detail. Nevertheless, less 
complex models like Logistic Regression provided diminished performance with more complicated 
malware patterns than Decision Trees, which tended to overfit. Azeem et al. [19] used malware detection 
and classification frameworks based on machine learning, but with KNN, Extra Tree, Random Forest, 
Logistic Regression, Decision Tree, and neural network MLP models in order to fill the gap in research 
where only a few features are represented in malware detection in the IoT context. The framework used 
entropy-based TF-IDF features selection, feature encoding, and data balancing on the UNSW-NB15 data. 
The findings indicated that Random Forest obtained the greatest accuracy of 97.68%, which is the highest. 
The originality of the research is the feature selection based on entropy and balanced learning, which is 
combined to boost the detection performance. Nevertheless, the use of single data and conventional 
machine learning frameworks constrains the ability to apply and extend to the unknown or zero-day 
malware in real-world settings.[20-26] 

III. METHODOLOGY 

The system, developed using the Django framework, is a cyber threat intelligence-driven malware 
analysis platform. It collects structured threat data and processes all data using a complete preprocessing 
pipeline, including cleaning, normalization, and transformation, to ensure consistency and accuracy. We 
use feature extraction and label encoding to ensure that the training data and real-time prediction tasks use 
the same standardized input format. Figure 4 depicts the proposed model architecture. 

A. Dataset Description 

In this study, we chose to use the Microsoft Malware Prediction dataset—a large and realistic telemetry 
data set, offered for a Kaggle competition bearing the same name. It is based on Microsoft Defender 
telemetry data on Windows operating systems and is designed for use in predictive models for malware 
infections. It has a training set with 8.9 million machine records and a test set with 7.5 million records, 
each with 83 features describing various machine attributes like system information, software information, 
security information, hardware information, and geographical information, and so on. 
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Fig 1: Graphical representation of the proposed system architecture 

Essentially, it is a binary classification problem, where the target variable HasDetections tells us 
if malware has been detected on a particular machine or not (1 if it has, 0 if it hasn't). The predictor 
variables are a mix of data types, including strings for Defender version and OS version, hardware flags, 
census information, and so on. 

B. Data Preprocessing 

Before building the model, we performed extensive data preprocessing on the Microsoft Malware 
Prediction dataset to ensure the quality and consistency of the data and to make it machine learning ready. 
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Since the dataset is high-dimensional and heterogeneous in nature, we first analyzed the missing values 
present in each feature of the dataset. The features with a large percentage of missing values were removed 
to reduce noise in the dataset. Then, for the missing values present in the dataset, appropriate statistical 
imputation techniques were used. For numerical features, mean imputation was used:  

𝑥" = 	
1
𝑛

𝑥'

(

')*

 

where 𝑥"	  represents the imputed value and n denotes the number of non-missing observations. For 
categorical variables, the most frequent category (mode) was used for imputation to preserve distributional 
characteristics. 

Given the high cardinality of various properties, the dataset's predominant categorical features were 
converted into numerical representations using label encoding to preserve scalability. Every category 𝑐, 
was associated with a distinct integer value 𝑒,, which was written as: 

𝑓	 𝑐, = 	 𝑒, 	 ∊ 𝑍 

To ensure consistent feature scaling and avoid the dominance of features with larger magnitudes, 
numerical features were normalized. Min-max normalization was used as: 

𝑥" = 	
𝑥" −	𝑥2"(
𝑥234 −	𝑥2"(

 

where, 𝑥2"( and 𝑥234 indicate the feature's lowest and maximum values, respectively. 
 
To lessen redundancy and enhance generalization, outliers and low-variance characteristics were 
investigated. Features with almost zero variance were also removed because they had little discriminatory 
value in the classification job. Malware presence is defined as follows, and the target variable 
HasDetections was kept as a binary class label:  

y = 1, 𝑖𝑓	𝑚𝑎𝑙𝑤𝑎𝑟𝑒	𝑖𝑠	𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑		0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒  

In order to maintain the original class distribution and provide a reliable and objective model evaluation, 
the dataset was finally divided into training and validation subsets using stratified sampling.  

C. Machine Learning Classification Models	 

This work uses aspects of cyber threat intelligence to classify malware threats using several supervised 
learning techniques. Each model learns the link between the target malware label and the extracted dataset 
properties. Each classifier's theoretical underpinnings and mathematical formulation are explained in the 
ensuing subsections.  

• Logistic Regression (LR): One of the most popular statistical learning techniques for binary 
classification issues is logistic regression. Because of its ease of use, interpretability, and efficacy 
on structured cybersecurity datasets, it is used as the suggested model in this study. In contrast to 
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linear regression, logistic regression uses a sigmoid activation function to forecast the likelihood 
of a class label. Considering a feature vector input:   

X = [𝑥*, 𝑥B, 𝑥C, ……𝑥(] 
A linear combination of features is calculated by the model: 

z = 𝛽F + 𝛽*𝑥* + 𝛽B𝑥B + ⋯+ 𝛽(𝑥(	 
where, 𝛽F defines the bias term, 𝛽" are the learned coefficients. 
The logistic (sigmoid) function is used to determine the likelihood of malware presence: 

P (y=1|x) = *
*IJKL

 
A threshold, usually 0.5, is then used to make the categorization decision:  

𝑦 = 	
1,			𝑃(𝑦 = 1|𝑥) ≥ 0.5
0,			𝑃	 𝑦 = 1 𝑥 < 0.5 

The log-loss (cross-entropy) cost function is minimized in order to train logistic regression: 
J (β) = - *

2
[𝑦"	𝑙𝑜𝑔	 𝑦" + 1 − 𝑦" 𝑙𝑜𝑔 1 − 𝑦" ]2

")*  
This makes it appropriate for applications requiring probabilistic assurance, such as malware 
detection.  

• Random Forest (RF): Several decision trees are combined in the RF ensemble learning process to 
increase classification stability and decrease overfitting. For complicated malware datasets with 
high-dimensional threat indicators, it works very well.  
Let, T decision trees are developed: 

ℎ* 𝑋 , ℎB 𝑋 ,…… . , ℎ[(𝑋) 
Every tree makes a prediction on its own. Majority voting is used to determine the final 
categorization output: 
 

𝑦 = 𝑚𝑜𝑑𝑒{ℎ* 𝑋 , ℎB 𝑋 ,…… . , ℎ[(𝑋)} 
RF presents randomness in two ways: 

1. Bootstrap Sampling: A randomly selected subset of the training data is used to train each 
tree.  

2. Random Feature Selection: Only a portion of the features are taken into account at each 
split. 

The impurity measures employed for splitting is often the Gini Index: 
Gini = 1 - 𝑝,B_

,)*  
where, 𝑃, defines the proportion of samples to class k. 
RF is resistant against unbalanced and noisy threat data; it performs well in malware 
classification. 

• Support Vector Machine (SVM): SVM is a discriminative classifier that creates an ideal 
hyperplane to distinguish between samples that are malicious and those that are not. It works best 
when the dataset's high-dimensional feature space has distinct class boundaries. For linearly 
separable data, the hyperplane is expressed as: 

w. X + b = 0 
where, w is the weight vector, b is the bias term.  
Maximizing the margin between the two classes is SVM's goal: 
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min  *
B
	||𝑤||B 

subject to: 
𝑦"	(𝑤. 𝑋" + 𝑏 ≥ 1 

SVM uses kernel transformation for non-linear malware patterns: 
K (𝑋", 𝑋')= 	⏀ 𝑋" .⏀(𝑋') 

Additionally, the Radial Basis Function (RBF) is a widely used kernel: 
K (𝑋", 𝑋') = exp (−γ	||𝑋" − 𝑋'||B) 

SVM is useful in cybersecurity because it can handle subtle malware variants and complex 
feature spaces. 

• Decision Tree (DT): A rule-based categorization model called Decision Tree divides the dataset 
into subgroups recursively according to feature values. It offers unambiguous decision logic for 
malware identification and is interpretable. 
 
The optimal feature split is chosen at each node by optimizing information gain: 

IG = Entropy (parent) - bc
b
𝐸𝑛𝑡𝑟𝑜𝑝𝑦(

')* (𝑆') 

The entropy is expressed as: 
Entropy (S) = - 𝑃,𝑙𝑜𝑔B(𝑝,)_

,)*  
 

Classification is carried out at the leaf node, and the tree keeps splitting until the halting 
conditions are satisfied: 

𝑦 = 𝑐𝑙𝑎𝑠𝑠	(𝑙𝑎𝑏𝑒𝑙	𝑎𝑡	𝑙𝑒𝑎𝑓) 
DTs provide quick categorization, but if they are not trimmed or mixed in ensembles, they may 
overfit. 

• Light Gradient Boosting Machine (LGBM): An ensemble of decision trees is successively 
constructed by LightGBM, a sophisticated gradient boosting framework. Boosting, as contrast to 
Random Forest, concentrates on fixing mistakes committed by earlier trees. 
The expression for the model prediction is:  

F(X) = 𝑓f(𝑋)[
f)*  

where, every	𝑓f(𝑋) define a weak DT learner. 
LightGBM uses gradient descent to minimize a loss function L at each iteration: 

𝐹f 𝑋 = 	𝐹fh* 𝑋 + η𝑓f(𝑋) 
The optimization objective becomes: 

Obj = 𝐿 𝑦", 𝑦" + Ω(𝑓f)[
f)*

2
")*  

LightGBM's speed and robust predictive capabilities make it extremely effective for large-scale 
cyber threat intelligence datasets. 
 

D. Deployment Architecture 

A component diagram in UML represents the physical configuration of a system by depicting its 
major components and how they are connected. In the proposed cyber threat analysis system, the 
component diagram depicts how the django web application is broken down into logical pieces that include 
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the user interface, authentication module, machine learning processing module, and database layer. In 
essence, each piece is responsible for performing a certain function and communicates with other pieces 
using well-defined interfaces. The flow of requests from the user interface to the controller, predictions 
from the machine learning models, and storing and retrieving predictions are well depicted in the 
component diagram. Figure 2 presents the deployment architecture of the proposed system. 

Fig. 2: Deployment architecture of the proposed system 

IV. RESULTS AND DISCUSSIONS 
A. ML Classifiers Performance Analysis 

This is evident from the results, which clearly indicate the differences in the classifiers' 
performances which presented in the Table 1 and Figure 3. As seen from the findings, LR achieves an 
accuracy of 90.42%. This is good enough for establishing a baseline for malware detection. However, its 
precision and F1-score are low, indicating its inability to deal with the more complex patterns of cyber 
threats in the cyber threat intelligence dataset. The DT classifier manages to edge past it with an accuracy 
of 91.76%. This is due to its feature-based decision-making process. However, it is also more likely to 
overfit for high-dimensional data. Next up is the SVM classifier with an accuracy of 93.18%. This is 
because it is able to create the best decision boundaries for distinguishing between the malware and benign 
data. TheLGBM is next with an accuracy of 94.63%. This is evident from its high aptitude for dealing 
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with structured data with its use of iterative boosting and precise error correction. Thus, it is one of the 
most competitive classifiers in the list. 

 

 

 

 

 

 

 

 

 

 

Fig. 3: Table: Performance analysis for the ML models 

However, from all these classifiers, RF emerges as the best classifier with an accuracy of 95.57% 
and the highest precision, recall, and F1-score. This is because it is an ensemble-based classifier with 
multiple decision trees working together for better stability and generalization. Thus, it is evident from the 
output that while SVM and LGBM are good classifiers, Random Forest is the most reliable and consistent 
classifier for the proposed system for proactive malware threat detection. 

Table 1: Performance Comparison of Assessed Models 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) 
Logistic Regression (LR) 90.42 89.85 90.10 89.97 

Decision Tree (DT) 91.76 91.20 91.45 91.32 
Support Vector Machine (SVM) 93.18 92.95 92.80 92.87 

Light Gradient Boosting Machine (LGBM) 94.63 94.40 94.25 94.32 
Random Forest (RF) 95.57 95.30 95.15 95.22 

 

B. ROC Curve Analysis 

This is further supported by the ROC curve, which clearly demonstrates the ability of the Random 
Forest classifier in detecting malware for our threat detection system in Figure 4. It has an AUC of 0.96, 
which is an excellent measure of the separation between the two types of data: the malware and the 
harmless ones. The curve is closer to the top left, which is an indication of the high true positive rate and 
low false positive rate. This is an indication of the ability of the model in detecting malware-related 
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information in the cyber threat intelligence system. The high and solid AUC is an indication of the 
reliability and effectiveness of the classifier, which makes it the best choice for the purpose. 

 

Fig. 4: ROC curve analysis for the RF model 
 
C.  Training performance Analysis 

From the accuracy and loss curves of the RF model, it is clear that the model learns well and that 
the performance does not very much as shown in Figure 8. The accuracy curve rises smoothly over the 
training data, starting from 88% in the first pass to reaching the highest point at 95.57%. This shows that 
the model becomes better at distinguishing between malware and benignware as it goes through the 
training data. On the other hand, the loss curve declines smoothly from 0.45 to 0.14 over the training data. 
This shows that the performance of the model in terms of prediction errors reduces over the training data. 
The fact that the accuracy of the model improves while the loss reduces shows that the model is improving 
over the training data. 

 
Fig. 5: Accuracy and Loss curve analysis for the RF model 

 
D.  Test Cases Analysis 

The test cases include the entire functionality of the cyber threat intelligence platform, from user 
signup, login, profile updates, and password changes, to ensure that access control is always secure and 
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consistent. The test cases also include the functionality of the platform when it comes to dealing with 
duplicates and incorrect login credentials. To make sure that the database is updated appropriately and that 
sessions are always safe from unwanted access, the admin tools' ability to activate, deactivate, and delete 
users was also evaluated. On the machine learning aspect, the evaluation included the functionality of 
loading data and training models, as well as comparing performances and saving models for later use. The 
Random Forest classifier has the best performance, according to the evaluation, and its training 
characteristics have been recorded and saved for use in future predictions. Reliability and traceability were 
further reinforced by testing the prediction pipelines to make sure that threat classification is accurate, 
confidence levels are transparent, and findings are stored appropriately. 

 
V. CONCLUSION 

 This study introduced a framework of analyzing the dynamic nature of malware-based cyber 
threats using a cyber threat intelligence-based approach. Through a critical analysis of modern malware, 
its propagation, evasion techniques, and actual attacks, it was demonstrated that modern malware poses a 
significant threat to critical infrastructure, such as healthcare, banking, and infrastructure, among others. 
Through the use of structured cyber threat intelligence, data preprocessing, feature engineering, and 
machine learning, it was shown that malicious activities could be effectively identified from large-scale 
high-dimensional data sets. Through a comparative performance evaluation of various machine learning 
models, it was shown that the Random Forest model had a higher performance compared to other models, 
with an accuracy of 95.07%. In addition, high precision, recall, and F1-score were achieved, demonstrating 
that ensemble-based machine learning models are effective in handling noisy and complex data sets, as is 
often encountered in machine learning-based cybersecurity models. Through its web-based system, it was 
demonstrated that the model is effective in classifying modern malware, as well as facilitating secure user 
interaction. 
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