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Abstract — Surveillance systems are in huge demand and at best, a necessity in developed
and developing communities. But with the rise in demand, a basic integrated system costs
a significant amount. This is my attempt at creating an intruder detection system with the
tools that are easily accessible and understanding and choosing between the different
approaches to solving this problem. We also look at different ways you can better this to
your personal preferences. As is, this is a perfect implementation for a general plug-and-
play use case.

Index Terms — Surveillance systems, Gaussian Mixture Model

I. INTRODUCTION

The need for an intruder detection/surveillance system has been amplified in the recent years, with
many belongings and places of value being unattended. Any basic system has a complex way of setting
up and integrating into a household and many systems aren’t compatible with the existing smart system
of a household despite costing a lot. Not to mention most surveillance systems aren’t intruder detection
systems to begin with. A premier intruder detection system costs fortune having the need for various
sensors and costly cameras [1]. Taking this all into consideration, there are three main aspects that need
to be addressed to make this system viable and convenient for usage: Cost of implementation,
Accessibility and Portability.

II. LITERATURE SURVEY

In reference to the previous research that has been done on this topic, there were 3 main components
that were integral for the successful working of the system [2][3]. Establishing a connection to a live or
pre-recorded video feed through a camera. Segmentation of the background with the foreground.
Choosing the right algorithm to perform the separation. Before this approach of background separation,
the recurring problem was of the unwanted elements in the image and unnecessary disturbances. Precise
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object segmentation is essential for surveillance video data, both indoors and outdoors. However, a
number of issues, such as shifting lighting, noise from the camera, reflections, and dynamic motion
patterns, make this task more difficult [4][5]. It is possible for static and dynamic objects to coexist in the
video, each posing different segmentation challenges. For surveillance systems to be effective, they must
be able to overcome these obstacles so that they can consistently identify and track objects of interest in
spite of changes in the surrounding area and possible disruptions in the video feed [6][7].

But a deeper look at the problem yields the solution itself. Instead of treating the background as hostile,
treat it as a part of the base foundation of reference. From there we observe the differences in the frame,
through a stated period of time [8][9]. And classify the range of different changes that are caused in the
frame from different objects and classify them into unnecessary changes (ex. Branches shaking, brightness
changes due to lighting, etc.) and observable and notable changes (ex. A person entering the frame, a car
moving along the road, etc.). Keeping this in mind my model works based on recognizing a base frame
and referencing it with the current frame [10].

III.  PROPOSED SOLUTIONS

A technique based on the Gaussian Mixture Model is used to overcome problems encountered by
other methods in the segmentation of videos. It is assumed that pictures of the scene devoid of obtruding
objects show a predictable behavior that a statistical model can adequately capture. Once a statistical
model of the scene has been created, the parts of the image that deviate from the model can be used to
detect the presence of intruding objects. This method is often called "background subtraction." This
technique uses the Gaussian Mixture Model to separate any anomalies introduced by moving or
dynamic objects from the expected scene background, with the goal of improving the accuracy of object
segmentation in surveillance videos.

So by segmenting the existing frame and analysing the patterns of the existing frame, we can detect
any changes and classify them as an intrusion and to add to the adaptability of the program, through the
means of the Gaussian Mixture Model, we will be able to analyse the scene and depending on the
unnecessary noise, change the threshold values and sensitivity to changes to be a more effective and
adaptive way to solve this problem. With its ability to automatically calculate the number of components
needed for each pixel, the new algorithm can seamlessly adjust to the scene being observed. This results
in a marginal improvement in segmentation accuracy in addition to a reduction in processing time. The
algorithm improves efficiency and adaptability by dynamically varying the number of components per
pixel according to the scene's features, which leads to an overall improvement in segmentation
performance.

Now, to address the 3 aspects that make this system viable, we need a cost effective
implementation. For that the major issue that needs addressing is a camera to record feed. For that
purpose we shall use a remote webcam to set up as a link to our server. Secondly, we need a way to
address a way to import the live webcam feed to our program to assess without having a very resource
draining application. Lastly, we need a way to access our feed from anywhere and alert the owner of
any intrusion detected without the need of a specific app, as it is one more additional step than using a
pre-existing messaging service.

IV.  IMPLEMENTATION AND RESULTS

e First step is to establish an input of a live camera feed. For this I use a basic webcam service that
turns any mobile device or laptop with a camera into a remote live recording device.
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e After the installation of the app: IP Webcam, you can start a feed and observe the interface to be something

A~ IP Webba ‘
&- Actions...

similar to this

program. Which in this case is : 192.168.144.199:8080
e Now for the purpose of basic surveillance this feed can be accessed through any device by typing in the ip
address in any browser.

A Not secure | 192168144199 e 1

e i PyoaTuples 6T Ml NANLARD. @ it + @)Voulube © YouTubeMusk @ LoptopStinbeats 8 brecoune 2 AbewX-AtNews. (] MyGribendisan @ Ussoptresal. o Tutoral ) Bown 32516 perol

e But we need to analyse it for any intrusion detection even when it isn’t being physically monitored through
web browser by a person. It needs to be a constantly running service.
e For that purpose we take the video feed and paste it in our code, like demonstrated:

e “cv2.VideoCapture (
protocol://username:password@host:port/video)”

e For example:

X_SIMPLE)

O
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e To demonstrate the working of the background subtraction , I shall use a sample recording from the
video captured
e Following is a demonstration of how a static scene is recognised without any intrusion:

B! Combined = | X
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e The demonstration for this is done using this code snippet:

numpy np

collections
cap = cv2.VideoCapture('http 192.16
kernel = cv2.getStructuringElement(cv2.MORPH_ELLIPSE, (5,5))
bgsub = cv2.createBackgroundSubtractorM0G2(detectShadows= )
1):

ret, frame = cap.read()
ret:

fgmask = bgsub.apply(frame)

fgmask = cv2.morphologyEx(fgmask, cv2.MORPH_OPEN, kernel)
fgmask = cv2.morphologyEx(fgmask, cv2.MORPH_CLOSE, kernel)

contours, hierarchy = cv2.findContours(fgmask,cv2.RETR_EXTERNAL, cv2.CHAIN_APPROX_SIMPLE)

contours:

cnt = max(contours, key = cv2.contourArea)

cv2.contourArea(cnt) > 1000

X,¥,W,h = cv2.boundingRect(cnt)
cv2.rectangle(frame, (x x+w,y+h), (0,0,255),2)
cv2.putText(frame, 'P ed’,(x,y-10), cv2.FONT_HERSHEY_SIMPLEX, 0.3, (,255,8), 1, cv2.LINE_AA)

fgmask_3 = cv2.cvtColor(fgmask, cv2.COLOR_GRAY2BGR)
stacked = np.hstack((fgmask_3,frame))
cv2.imshow( ' Combined",cv2.resize(stacked, ,x=0.65,fy=0.65))

k = cv2.waitKey(40) & Oxff
k == ord('q"):

cap.release()
cv2.destroyAllWindows ()

e Now for the part where we alert the user of the intrusion, we use an online sid generator to send an SMS to
a registered phone number.

e The service that we’ll be using is Twilio for which python has a supported library.
e After the generation of the account in twilio the dashboard should look like this:

Ahoy Nihaal, welcome to Twilio!

Get a Twilio phone number

Account SID
AC261432285436777ffd0ced6TcBbcadsl o

Auth Token

+12056192733 C

Trow

e Now select the account sid and authorisation token from the website and paste in the code like so:

O
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time
os
shutil

json

datetime
twilio.rest

read_credentials(
open( ' credential , 'r') as file:
credentials = json.load(file)

credentials

send_sms_alert(credentials):
client = twilio.rest.Client(credentials[ 'AC 8 doceds7c6bcad61’], credentials

lient.messages.create(
from_=credentials

to=credentials
)

detect_person(frame):

person_cascade = cv2.CascadeClassifier(
gray = cv2.cvtColor(frame, cv2.COLOR_BGR2GRAY)
people = person_cascade.detectMultiScale(gray, scaleFactor=1.1, minNeighbors=5, minSize=(30, 38))

len(people) > @:

current_path = os.getcwd()
capture_path = os.path.join(current_path,

os.path.exists(capture_path):
edirs(capture_path)

credentials = read_credentialsl(’cred

cap = cv2.VideoCapture(8)

ret, frame = cap.read()

detect_person(frame):
send_sms_alert(credentials)

detect_person(frame):
cv2.imerite(os.path.join(capture_path, £"{datetime.datetime.now()}.jpg"), frame)
time. sleep(
ret, frame = cap.read()

cv2.imshow( " Int etection’, frame)

cv2.waitKey(1) & 6xFF == ord('q’):

e From here you can configure the message that is being sent to the phone on detection of any intrusion.
e Furthermore, to demonstrate the credibility of Twilio you can use the following code snippet to verify
of its working:

twilio.rest Client

open( dential
data = myfile.read()

info_dict = eval(data)
account_sid info_dict[
auth_token info_dict['auth_tok

client = Client(account_sid, auth_token)
message = client.messages.createf to =info_dict['your_ , from_ = info_dict['trial_nun

e Results in the following output in the receivers device:
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CONCLUSION

To summarise from the findings of this project, I can conclude that I have yielded a satisfactory

result in attaining a sustainable yet robust intrude detection/surveillance system. The use of the GMM
model seems to be an appropriate fit as it provides for easy altering of the threshold values and adjust
according to the surroundings. The changes that can be made to improvise on this are completely based
on personal use cases, where in if you are using a single device for a location, you can assign a static ip
s0 as to not need to alter the ip in the program every time you start a new server to send the live video

feed.

You can also use twilio to further your use case and send messages directly through whatsapp and

also the recorded video of the intrusion using the VideoWriter() in pythons OpenCV. Overall it is a
robust plug-and-play system for an intruder detection system.
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