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Abstract — In the era of internet, emails have become the part of parcel of every type of digital
communication. Lots of email communication is happening in day-to-day basis be it a personal
communication, business communication or any official communication. Spam mails are
becoming more irritating factors which requires a lot of filtering before any mail must be read.
There are many NLP based techniques to classify spam mails from unspam ones. Many Deep
learning-based algorithms have also been worked by researchers. The proposed work is the
UNet based novel method which classifies the spam mails. The accuracy of classification is
around 97% and better than other classical approaches.

Index Terms — Spam detection, NLP, detection, identification, spam classification.

I. INTRODUCTION

A lot of spamming activity is noticed
recently in digital communications. The major
incidents of spams are through email
communications. They try to manipulate the
mischievous activities and a major threat to
security. The major challenge in digital
technology is the identification, detection, and
classification of spam mails from the original
ones. Many machines learning and deep
learning-based approaches are in boom now
and are getting better day by day in
classifications. In the paper [1], authors have
highlighted several features contained in the
email header which will be used to identify
and classify spam messages efficiently.

Those features are selected based on
their performance in detecting spam
messages. This paper also communalizes each
feature contains in Yahoo mail, Gmail, and
Hotmail so a generic spam message. In the
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paper [2], a new approach based on the
strategy that how frequently words are
repeated was used. The key sentences, those
with the keywords, of the incoming emails
must be tagged and thereafter the grammatical
roles of the entire words in the sentence need
to be determined, finally they will be put
together in a vector in order to take the
similarity between received emails. Random
Forest algorithm is used to classify the
received e-mail. Vector determination is the
method used to determine to which category
the e-mail belongs to.

In the paper [4], proposed system
attempts to use machine learning technigues
to detect a pattern of repetitive keywords
which are classified as spam. The system also
proposes the classification of emails based on
other various parameters contained in their
structure such as Cc/Bcc, domain, and header.
Each parameter would be considered as a

wl MILESTONE \




INTERNATIONAL JOURNAL OF COMPUTATIONAL LEARNING AND INTELLIGENCE

Vol. 1, Issue. 2, October 2022

feature when applying it to the machine
learning algorithm.

The machine learning model will be a
pre-trained model with a feedback mechanism
to distinguish between a proper output and an
ambiguous output. This proposed system will
give good results in detection of spam mails
by using random forest [5,6,7].

I[l. PROPOSED METHODOLOGY

Through  NLP, one can  make
communication establish between humans
and machines. There are several processes
through NLP involving tokenization, lexical
analysis, parsing and semantic analysis. The
proposed  technique of spam  mail
classification through UNet is as shown in the
architecture below in fig 1.
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Fig 1: Proposed architecture for spam mail
classification

In the proposed work to classify spam
mails from the genuine ones, the following
steps have been carried out.

Data set collection: First step being the
data set collection where the data is been
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collected from different mails and sent
through the series of processing steps. The
proposed Deep Learning technique is divided
into training and testing phases. Training: It
involves feeding the set of spam mails to the
CNN based Deep learning approach with
initial pre-processing steps.

Pre-Processing: This phase involves
extracting features from the mail. Features
here are the distinct descriptors to define the
specific instances of the data. The pre-
processing phase involves basic NLP steps
like i) Tokenization ii) segmentation iii)
Tagging. This goes through the following
NLP pipeline as shown in fig 2.
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Fig 2: NLP pipeline for pre-processing

Classification using modified UNet:
Further the features which are extracted out
the NLP pipeline is fed into convolution layers
using UNet classifier. The steps of the
modified UNet algorithm are as follows:

Step 1: The features in the form of segments
are fed as convolution layers

Step 2: On each set consider a function
variable

Step 3: Apply convolution filter 3 times

Step 4: Repeat the process until contraction
Step 5: Display classified results in a graph

M. RESULTS AND DISCUSSION
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The experiment was conducted over
100 mails taken from different inboxes and
fed through pre-processing NLP phases such
as segmentation and tokenization. The work
was carried our using BERT tool in NLP
under python platform and the result of
segmentation of emails are represented in fig
3 as below.

Sentence_Tokenization
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Fig 3: Email statement tokenization

The initial segmentation process involves lot
of outliers in the result. The process of
document cleaning must be carried out to
extract only the relevant data from the
segmented data. The python result of
implementing text cleaning is shown in fig 4.

Fig 4: Result of Text cleaning applied in
python using NLTK

Later tagging is stemming is
performed so that the better features are
obtained for UNet classifier. The result of
tagging is shown in the below result in fig 5.

rom nltk.corpus import wordnet as wn
: rom nltk.stem.wordnet import WordNetLemmatizer
J@dfrom nltk import word Lokenize, pos tag

1€¥from collections import defaultdict

tag map = defaultdict(lambda : wn.NOUN)
tag_map['J'] = wn.ADJ

T tag map['v'] = wn.VERB L5 ]
tag map['R'] = wn.RDV
Text =] EISCEE PRIV new TInd of
learning experience." |o
tokens = word_tm:enize(text)

lemma_function = WordNetLemmatizer ()@

Fig 5: Result of Stemming and stems are
taken as features for UNet
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The result of classification using
modified UNet is shown in the graph

displayed by python tool. The result of

classification is shown in fig 6.
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Fig 6: Result showing email spam
classification

IV.  CONCLUSION

The proposed modified UNet classifier
has been given a promising result as compared
to other classical classifiers. The main
purpose behind efficiency is the initial pre-
processing techniques carried out. As a part of
pre-processing to extract the relevant features
from the dataset, lemmatization and stemming
have been given greater number of optimal
features. There is many deep learning like
UNet frameworks have been proposed earlier
in the literature but the combination of NLP
technique-based CNN has given a promising
result.
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