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Abstract — The development of secure storage models for digital forensic environments
represents a significant step forward in safeguarding the integrity and confidentiality of
digital evidence. This study introduces an advanced framework that leverages modern
encryption techniques and optimized key generation strategies to enhance the protection
and reliability of forensic data throughout the investigation lifecycle. In particular, the
model addresses the limitations of centralized evidence storage, which can compromise
the authenticity of evidence. The proposed architecture, designed for use in Infrastructure
as a Service (IaaS) cloud platforms, streamlines evidence collection, preserves data
authenticity, and ensures origin verification. The architecture integrates a combination of
authentication mechanisms and encryption processes to enhance security in forensic
investigations conducted within cloud environments. A key contribution of this work is
the introduction of the Digital Forensic Architecture with Authentication and Optimal
Key Generation Encryption (DFA-AOKGE) framework. This approach employs a
blockchain-enabled distributed model for data storage, ensuring both decentralization and
tamper resistance. Additionally, the authentication process is strengthened through a
Secure Block Verification Mechanism (SBVM), while key generation is optimized using
the Enhanced Equilibrium Optimizer (EEO). To protect the confidentiality of stored data,
the system employs Multi-Key Homomorphic Encryption (MHE) before storing evidence
in the cloud. The effectiveness of the DFA-AOKGE model is validated through
simulation, demonstrating its superior performance compared to existing methods across
multiple evaluation criteria, including data integrity, storage efficiency, and security.
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I. INTRODUCTION

With the increasing frequency and sophistication of cyber attacks, the importance of effective
digital forensic techniques has become more critical than ever. Ensuring the reliability and accuracy of
digital evidence is vital for successful forensic investigations, particularly when such evidence is
presented in legal proceedings. Digital forensic artifacts play a central role in these investigations,
serving as proof of cyber incidents. For evidence to be admissible and credible in court, it must adhere to
strict requirements related to integrity, authenticity, and confidentiality. The confidentiality of digital
evidence is essential because it may contain sensitive information, such as personal identifiers, financial
data, or confidential communications. Therefore, robust access controls and encryption mechanisms are
required to ensure that only authorized individuals—such as forensic investigators—can access this data.
Beyond confidentiality, maintaining the integrity of digital evidence is equally crucial. Investigators
must demonstrate that evidence has not been tampered with or altered from its original state. To achieve
this, forensic best practices include creating verified copies of evidence, maintaining a clear chain of
custody, and using hash values to validate data integrity throughout the investigative process.

However, traditional forensic approaches face significant challenges when dealing with cloud-
based environments. In cloud platforms, evidence is often stored across multiple locations, under the
control of third-party service providers, creating new complexities in data collection and preservation.
This decentralization can hinder investigators' ability to guarantee the authenticity and completeness of
evidence, especially in Infrastructure as a Service (IaaS) environments where data can be dynamic and
spread across various physical servers. To address these challenges, researchers are exploring the
integration of blockchain technology with digital forensics. Blockchain’s inherent transparency,
immutability, and decentralized nature offer a promising way to enhance evidence security and
traceability. Combined with advanced encryption techniques, blockchain can help build a secure forensic
storage framework that ensures the confidentiality, integrity, and authenticity of digital evidence
collected from cloud platforms.

This paper proposes a novel forensic architecture, called the Digital Forensic Architecture with
Authentication and Optimal Key Generation Encryption (DFA-AOKGE). This approach integrates a
blockchain-based distributed storage system with robust authentication mechanisms and optimized
encryption techniques. By combining secure authentication using the Secure Block Verification
Mechanism (SBVM), enhanced key generation through the Enhanced Equilibrium Optimizer (EEO),
and secure data storage using Multi-Key Homomorphic Encryption (MHE), the proposed system aims to
provide comprehensive protection for digital evidence in cloud environments.

I1. LITERATURE SURVEY

As digital evidence becomes increasingly vital in modern investigations, researchers have
explored diverse techniques to enhance the security, authenticity, and reliability of forensic data.
Traditional forensic methods face substantial limitations when applied to distributed cloud
environments, where evidence may be scattered across multiple servers and jurisdictions. Recent
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advancements aim to address these gaps using technologies such as blockchain, advanced encryption,

authentication mechanisms, and optimized key generation methods. Blockchain technology has attracted
significant attention for its ability to provide immutability, transparency, and distributed trust—critical
attributes for preserving evidence chains. Zhang and Li (2023) proposed a blockchain-based evidence
preservation framework designed for multi-cloud environments, ensuring tamper-proof and traceable
evidence storage [1]. Similarly, Wu et al. (2023) developed a blockchain-assisted evidence verification
system that allows forensic investigators to verify evidence authenticity across different cloud platforms
[2]. Blockchain’s auditability has also been leveraged to improve trust in evidence collection processes,
as demonstrated by Khan and Verma (2021) in their SDN-integrated blockchain forensic framework [3].

Ensuring the confidentiality, integrity, and availability (CIA) of evidence is crucial in forensic
investigations. Liu et al. (2023) introduced a quantum-resistant encryption scheme for secure forensic
data storage in cloud computing environments, safeguarding against future quantum threats [4]. In a
related study, Singh and Kumar (2022) combined homomorphic encryption with blockchain to preserve
both evidence confidentiality and traceability, even during active forensic analysis [5]. Metaheuristic-
based encryption has also shown promise in optimizing key generation processes. Hussain et al. (2023)
proposed an adaptive metaheuristic approach for cryptographic key generation, improving both
encryption strength and computational efficiency in forensic data storage [6]. This is particularly
relevant in resource-constrained environments, such as mobile and edge forensic investigations.

Authentication plays a pivotal role in ensuring that only authorized forensic investigators can
access or modify stored evidence. Alshammari et al. (2023) introduced a multi-factor authentication
system for cloud-based digital forensics, combining biometrics, device fingerprints, and location-based
authentication to enhance access control [7]. Yang et al. (2023) extended this approach by integrating
zero-knowledge proofs into blockchain-enabled authentication systems, offering both privacy-preserving
and tamper-evident access management [8]. Forensic investigations often involve sharing data among
multiple stakeholders, such as investigators, legal teams, and third-party experts. Qi et al. (2022)
proposed a privacy-aware forensic data sharing framework that combines federated learning with
blockchain, ensuring data privacy while enabling collaborative analysis [9]. Nasreen and Mir (2023)
introduced the DK-CP-ECC algorithm to secure forensic data transmission, which combines distributed
key management with elliptic curve cryptography (ECC) [10].

Tracking the complete lifecycle of digital evidence—from collection to analysis and
presentation—is critical for ensuring evidence reliability. Chen et al. (2023) proposed a blockchain-
enabled data provenance system tailored for edge-cloud forensic environments, offering end-to-end
traceability and verifiability of evidence [11]. Tan et al. (2022) demonstrated a blockchain-based
evidence management platform that employs smart contracts to automate chain-of-custody verification
[12]. Recent works also emphasize the integration of AI/ML techniques in forensic workflows,
particularly for pattern recognition, anomaly detection, and evidence classification. Li et al. (2023)
developed an Al-enhanced forensic analysis system that uses machine learning classifiers alongside
blockchain-verified data provenance, improving both investigative speed and accuracy [13]. Forensics in
Infrastructure as a Service (IaaS) platforms introduces unique challenges, such as volatile evidence,
dynamic resource allocation, and jurisdictional barriers. Raji and Ramya (2022) addressed these by
designing a fuzzy-based butterfly optimization encryption scheme, which dynamically adjusts
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encryption strength based on evidence sensitivity [14]. Zhang et al. (2024) further tackled these issues

by developing a zero-knowledge authentication protocol specifically optimized for forensic evidence
collection from multi-tenant cloud environments [15].

As post-quantum threats emerge, researchers are investigating quantum-safe forensic
frameworks. Liu et al. (2023) proposed a post-quantum hybrid encryption scheme, integrating lattice-
based cryptography with blockchain for future-proof forensic storage [16]. In addition, Guo et al. (2023)
introduced a federated learning trust framework for forensic data validation, addressing both
trustworthiness and data integrity in decentralized forensic investigations [17]. To unify these
advancements into a cohesive forensic architecture, Kumar et al. (2023) proposed a comprehensive
blockchain-secured forensic framework for cloud environments, combining encryption, authentication,
evidence traceability, and real-time threat detection [18]. Chen et al. (2023) presented a similar
framework optimized for distributed forensic investigations, using multi-key homomorphic encryption
(MHE) to enable encrypted analysis across collaborative forensic teams [19]. Finally, Xiong et al.
(2022) conducted a comprehensive survey on blockchain forensics, highlighting current research gaps,
such as cross-platform evidence collection, privacy-preserving chain of custody, and scalability of
blockchain forensic networks [20]. These emerging challenges will shape the next wave of research in
digital forensic security.

III. METHODOLOGY

The proposed methodology focuses on designing a secure digital forensic architecture tailored
for cloud environments, particularly Infrastructure as a Service (IaaS) platforms. This framework
addresses key challenges, including centralized evidence storage, evidence tampering risks,
authentication vulnerabilities, and the need for secure key management.

Overview of the Proposed DFA-AOKGE Model

The Digital Forensic Architecture with Authentication and Optimal Key Generation Encryption
(DFA-AOKGE) framework introduces a decentralized and blockchain-assisted approach to evidence
collection, preservation, and protection. Its design integrates advanced cryptographic techniques with
secure authentication and optimal key generation to ensure confidentiality, integrity, and authenticity
throughout the forensic process.

Key Components of DFA-AOKGE
1. User Authentication using Secure Block Verification Mechanism (SBVM)

The architecture begins with a robust authentication process for users accessing forensic data. During
registration, each user provides essential credentials, including a unique User ID, password, and a secret
code. These credentials are processed using the Secure Block Verification Mechanism (SBVM), a
method that maps user credentials into a circular theorem-based secure verification process. This step
ensures that only authorized users can access forensic data.
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The SBVM also dynamically generates initial points and secret keys for each session, further enhancing

access security. The continuous validation of user credentials at multiple stages helps mitigate the risks
of unauthorized access and credential theft.
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Fig 1: Architecture of Proposed model
2. Optimal Key Generation using Enhanced Equilibrium Optimizer (EEO)

To ensure strong encryption, the proposed model uses the Enhanced Equilibrium Optimizer
(EEO) to generate cryptographic keys. The EEO is an advanced optimization algorithm inspired by the
equilibrium states in physics. It enhances key randomness and unpredictability, ensuring that the
encryption process is resistant to brute force and cryptanalysis attacks.

The EEO operates in three main stages:

e Population Initialization: Generates initial potential solutions (keys) using a uniform distribution.

e Equilibrium Pool Formation: Maintains a set of top-performing keys to guide further
optimization.

e Concentration Update: Iteratively improves key quality by balancing exploration (searching for
diverse keys) and exploitation (refining promising keys).
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e This adaptive and self-optimizing approach significantly enhances the security strength of
generated keys.

3. Multi-Key Homomorphic Encryption (MHE) for Evidence Protection

After successful user authentication and key generation, the forensic data (digital evidence) is
encrypted using Multi-Key Homomorphic Encryption (MHE). MHE enables data encryption using
multiple keys, allowing secure computations on encrypted data without needing decryption. This feature
is particularly valuable for collaborative forensic investigations, where multiple investigators or agencies
may need to analyze the same evidence while preserving confidentiality. The use of MHE ensures that:

e [Evidence remains encrypted during processing.
e No single party possesses complete decryption authority.
e Data privacy is upheld even in multi-tenant cloud environments.

4. Blockchain for Decentralized Evidence Storage
The encrypted forensic data is then stored on a blockchain network, rather than a centralized server.
Blockchain’s decentralized ledger ensures that:
e All data transactions (evidence collection, storage, and retrieval) are transparently
recorded.
e FEach block is cryptographically linked to the previous block, preserving data
immutability.
e Any attempt to modify or delete evidence creates a visible record, enhancing auditability.
This blockchain-enabled evidence management reduces reliance on third-party cloud providers,
strengthens evidence integrity, and guarantees a tamper-proof chain of custody.

Process Flow of DFA-AOKGE:

The complete evidence handling process under DFA-AOKGE consists of the following sequential steps:

e User Registration: Investigators register with the system by providing their credentials, which are
processed and mapped into secure blocks using SBVM.

e Evidence Collection: Data from the cloud environment (logs, system files, user activities) is
gathered and prepared for encryption.

e Key Generation: EEO generates an optimal encryption key tailored to the collected evidence.

e Data Encryption: Evidence is encrypted using MHE, ensuring multi-party access control while
preserving privacy.

e Blockchain Storage: Encrypted evidence is disseminated across blockchain nodes, ensuring
decentralized storage and tamper-proof records.

e Evidence Verification: During forensic analysis, investigators authenticate using SBVM and
retrieve evidence from the blockchain.

e Decryption and Analysis: With appropriate keys (held across multiple parties), the evidence is
decrypted and analyzed while preserving access logs and integrity proofs.

e Synergistic Integration of Authentication and Encryption
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e The combination of SBVM for authentication, EEO for key generation, and MHE for encryption
creates a multi-layered security model. This fusion ensures that:
o Only verified and authenticated users can access forensic data.

o Evidence encryption uses optimally generated keys, enhancing cryptographic strength.
o Data confidentiality and integrity are maintained throughout its lifecycle in the cloud.
e The blockchain ledger acts as a permanent audit trail, preserving the chain of custody and
supporting forensic transparency.

IV.  RESULTS AND DISCUSSIONS

The proposed Digital Forensic Architecture with Authentication and Optimal Key Generation
Encryption (DFA-AOKGE) model demonstrated significant improvements in the security and reliability
of forensic data handling within cloud environments. The simulation results confirmed that the DFA-
AOKGE framework outperformed existing approaches in terms of response time, evidence insertion
time, verification time, and computational overhead. The Secure Block Verification Mechanism
(SBVM) ensured robust user authentication, minimizing unauthorized access and enhancing the integrity
of the forensic process. The Enhanced Equilibrium Optimizer (EEO) produced highly secure encryption
keys, increasing resistance to cryptographic attacks and improving overall encryption strength.
Furthermore, the use of Multi-Key Homomorphic Encryption (MHE) allowed secure computation on
encrypted evidence, preserving data confidentiality even in multi-party investigations. The blockchain-
based storage mechanism enhanced data traceability and immutability, ensuring that evidence remained
tamper-proof throughout its lifecycle. These results validate the DFA-AOKGE model as a
comprehensive solution for secure evidence collection, storage, and analysis in cloud-based forensic
investigations.
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V. CONCLUSION AND FUTURE WORK

The integration of deep learning and Al-driven object detection models has significantly
improved kidney disease diagnosis. CNN-based architectures, transfer learning, and YOLO models have
demonstrated high accuracy in detecting and classifying renal abnormalities such as tumors, cysts, and
stones. Future research should focus on real-time deployment, model optimization, and the incorporation
of additional physiological markers to further enhance diagnostic capabilities.
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