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Abstract - The rapid growth of the Internet of Things (IoT) has increased the threat of data
breaches from malicious links. Identifying suspicious URLs before access is essential for
protecting sensitive information. Machine learning methods are effective in detecting zero-
day attacks, but their success relies on the quality and complexity of selected features.
Earlier approaches primarily used lexical features for faster detection but failed to provide
comprehensive website analysis. Enhancing IoT security requires combining both lexical
and page content-based features. Researchers use various Feature Selection Techniques
(FSTs) to extract meaningful features. However, high resource demands and complex
datasets have led to the development of hybrid FSTs. The proposed hybrid FST integrates
a filter-based method with a Genetic Algorithm (GA), enhancing the identification of
malicious URLs and links. It leverages diverse feature sets and optimized boosting
estimators to improve detection accuracy. The model achieves 99% accuracy while
minimizing computational costs. This approach strengthens the security of IoT networks
by addressing the limitations of previous methods. Efficient feature selection and boosting
techniques ensure quick and making it ideal for resource-limited IoT devices.

Index terms: Boosting estimators, FSTs, GAs, IoT, and suspicious URLs are key to
enhancing IoT security. Boosting estimators combine weak classifiers to improve accuracy,
while FSTs and GAs refine feature selection. This strengthens IoT security by improving
the detection of suspicious URLs.

I INTRODUCTION

The rapid growth of online platforms and e-commerce, supported by cloud infrastructure and a
vast user base, has also led to increased cyber threats. Malicious URLSs serve as entry points for attacks
like phishing, data breaches, and financial theft, particularly targeting IoT devices with limited processing
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power. Traditional blacklisting and signature-based detection methods struggle to identify evolving

threats, making Machine Learning (ML) a promising alternative. However, challenges such as high-
dimensional data and increased training time affect ML models’ efficiency. Feature Selection Techniques
(FSTs), including filter-based and wrapper-based methods, help optimize performance, but each has
limitations—filter methods may miss interdependencies, while wrapper methods require high
computational resources.

This paper proposes a hybrid FST integrating filter-based selection with a Genetic Algorithm
(GA)-based wrapper search to enhance ML-based URL detection. The model efficiently extracts key
features from high-dimensional datasets, improving classification accuracy while reducing false positives
and computational costs. By combining lexical and page content-based features, it strengthens zero-day
attack detection, which conventional techniques often miss. Boosting estimators further improve accuracy,
ensuring the model is lightweight and effective for IoT devices. This approach enhances security by
accurately identifying and mitigating malicious URLs while maintaining efficiency in resource-limited
environments.

I1. LITERATURE SURVEY

Several studies have explored malicious URL detection using machine learning, emphasizing
feature selection techniques to improve accuracy and efficiency. Traditional methods like blacklisting and
signature-based approaches struggle with zero-day attacks and require high computational costs (Sahoo et
al., 2017). Machine learning has emerged as a promising alternative, particularly through lexical and page-
content-based feature analysis, allowing for more effective classification of URLs (Gupta et al., 2021).
Researchers have applied filter-based methods, such as Mutual Information Gain and Chi-Square, to rank
features independently, while wrapper-based techniques, like Genetic Algorithms and Particle Swarm
Optimization, have been used to optimize feature selection (Kamarudin et al., 2021). However, filter
methods may overlook dependencies between features, while wrapper methods tend to be computationally
expensive (Patil et al., 2019).

To address these limitations, hybrid feature selection techniques (HFSTs) combining both filter
and wrapper methods have been introduced. The base paper presents an efficient HFST that integrates
Mutual Information Gain with a Genetic Algorithm to optimize feature selection for malicious URL
detection in IoT environments (Alsaedi et al., 2022). Unlike earlier approaches that primarily relied on
lexical features, this method incorporates both lexical and page-content-based features, significantly
improving detection accuracy (Kazemian & Ahmed, 2015). The proposed technique effectively manages
high-dimensional datasets by selecting a smaller yet highly informative feature subset, making it
particularly suitable for resource-constrained IoT devices. This advancement enhances cybersecurity by
enabling more accurate and efficient detection of malicious URLs while minimizing computational
overhead (IBM Security X-Force Threat Intelligence Index, 2023).

III. METHODOLOGY

The proposed methodology for detecting suspicious URLs in [oT environments is structured into
two primary phases: Feature Selection and Classification. These phases ensure efficient detection by
leveraging hybrid feature selection techniques (HFSTs) combined with machine learning classifiers to
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improve accuracy while reducing computational costs. The overall framework consists of data
preprocessing, feature extraction, feature selection, model training, and evaluation.

1. Data Preprocessing and Feature Extraction

The dataset used in this research consists of 10,000 URLs, categorized as benign or malicious. The URLs
are sourced from publicly available datasets, including PhishTank, OpenPhish, Common Crawl] archives,
and Alexa rankings. The data is preprocessed to remove noise, missing values, and redundant attributes.

The extracted features are classified into three categories:

e Lexical Features — Based on the structural properties of URLs, such as URL length, special
characters, and domain-related attributes.

e Advanced Lexical Features — Include domain registration details and URL redirection properties
to capture phishing attempts.

e Page-Content-Based Features — Extracted from HTML source code and JavaScript behavior,
providing deeper insights into malicious activities.

A total of 49 features are initially extracted from the dataset, which are later refined using feature selection
techniques.

2. Hybrid Feature Selection Phase (HFST)

Due to the high dimensionality of extracted features, an efficient feature selection approach is applied to
retain only the most relevant attributes. The hybrid approach combines:

e Mutual Information Gain (MIG) — A filter-based method that ranks features based on their
contribution to classification, selecting the top 33 features.

e Genetic Algorithm (GA) — A wrapper-based method that further optimizes the selected features by
applying evolutionary techniques such as selection, crossover, and mutation. The GA iterates over
multiple generations to refine the feature subset, selecting an optimal set of 26 features from the
initial pool.

This hybrid feature selection method balances accuracy, computational efficiency, and feature relevance,
making it particularly suitable for resource-constrained IoT devices.

3. Model Training and Classification

After selecting the optimal feature subset, machine learning classifiers are trained to distinguish between
benign and malicious URLs. The dataset is split into 80% training and 20% testing. Five classifiers are
used for evaluation:

e Naive Bayes — A probabilistic classifier based on Bayes' theorem, assuming feature
independence.

e SVM (Support Vector Machine) — A margin-based classifier that finds the optimal
hyperplane to separate classes.
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o Logistic Regression — A statistical model that estimates the probability of a binary outcome
using a logistic function.

e Decision Tree Classifier — A tree-based model that splits data based on feature thresholds to
make decisions.

Among these classifiers, SVM achieves the highest accuracy of 98.3%, outperforming the other
models in detecting malicious URLSs.
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Fig 1: System Architecture

The diagram illustrates the process of detecting malicious URLSs using machine learning models.
It begins with an input URL, which is compared against a URL phishing database to extract relevant
feature vectors. These feature vectors are then divided into training and testing data. The training data is
used to train machine learning models, creating a trained module that can classify URLs based on learned
patterns. The testing data is then fed into the trained models to evaluate their performance and ensure
accurate classification.

In the detection phase, multiple machine learning algorithms such as Naive Bayes, Support Vector
Machine (SVM), Logistic Regression, and Decision Tree Classifier are used to classify URLs as either
malicious or good. The accuracy of these models is analyzed to determine their effectiveness. Finally, the
system produces a result, categorizing the input URL as either safe or a potential threat. This structured
approach enhances cybersecurity by leveraging machine learning to detect phishing attempts and
safeguard users from harmful websites.

IV. RESULTS

These screenshots shows how users interact with the system-which is to detect malicious URLs
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(e

e This is the Home page of the system. The user can enter the URL like below to find out the type
of URL

PREDICTION OF URLS TYPE!!

badminton2008.com/938hnr3?

koggaEa=vswisiemz
Enter URL Name Here

Predict

e This is how the system predict the type of URL

PREDICTION OF URLS TYPE!!!

Enter URL Name Here

‘ Predict

Prediction Of URL Type Malicious URL

e The below screenshot shows the bar chart ,in which we can see the SVM Algorithm has highest
accuracy among all other algorithms
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V. CONCLUSION

The proposed approach, combining Mutual Information Gain (MIG) and Genetic Algorithm (GA)
for feature selection, effectively enhances the detection of malicious URLs in IoT environments. The
hybrid feature selection technique (HFST) addresses the limitations of individual FSTs by selecting an
optimal subset of 26 features, reducing dimensionality, and improving classification accuracy. The
experimental results demonstrate that the XGBoost Classifier (XGBC) outperforms other classifiers,
achieving 98.3% accuracy and 99% precision, making it the best performer for distinguishing between
malicious and benign URLs. Additionally, the Chi-Square test validated the statistical significance of the
selected features, confirming that these features contribute meaningfully to improving classification
performance. The proposed approach not only enhances detection accuracy but also minimizes
computational costs, making it well-suited for IoT devices that operate under resource constraints. Despite
its success, the study highlights some limitations, such as the lack of real-time testing on large-scale
datasets and the need for exploring additional optimization techniques for feature selection. Future work
aims to extend the proposed approach by testing it in real-time systems and incorporating other
evolutionary algorithms to further optimize feature selection.
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